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Executive Summary

The Trust is fully committed to use of the Internet and Intranet to support its legitimate business services; however, it also recognises that it has a direct obligation to ensure that suitable controls are in place to prevent security breaches or other negative consequences which may result from the inappropriate use of these primary resources.

The Trust must ensure that all staff who have access to the Internet and the Intranet site, observe best practice procedures in order to minimise the inherent risks of using these media.

1. 
Introduction

1.1 
The Trust will take all viable precautionary measures to ensure the absolute safety, confidentiality, integrity and availability of its Internet/Intranet system at all times.  
1.2 
The Trust requires all staff who are authorised to use the Internet and/or Intranet, to be aware of the need for security; in this respect, the Trust charges all authorised staff to read, acknowledge and comply with this Internet/Intranet Policy, in addition to the Email Policy and the Password Management Policy at all times.

1.3
The Trust will abide by the Law and all directives issued by, on or behalf of, the Department of Health and the Health and Social Care Information Centre (HSCIC) , in addition to any amendments, additions or alterations that may be subsequently released.
1.4
The Trust internet access is controlled and monitored by SOPHOS Proxy server which is managed and maintained by IT System Administrator. A proxy server is system that functions as an intermediary between a web browser (such as Internet Explorer) and the Internet for all Trust PCs and Laptops. Proxy server help improve web performance by storing a copy of frequently used webpages and control access to internet.
1.5
Any variation from this Internet/Intranet Policy’s guidance, recommendations and/or rulings lies at the discretion of the Chief Executive and the Information Governance Group.
2.
Purpose and Aims

All staff who receive permission under the appropriate authority within the Trust, will be authorised to use the Internet/Intranet system and its resources to aid them conduct their legitimate working duties.

However, staff are advised that due to the nature of electronic communications, neither the Internet nor the Intranet should be relied upon as a secure medium for the communication of sensitive or confidential information, unless robust encryption technology is available.

For any technical queries regarding use of the Trust’s internet/intranet facilities, staff are advised to contact the IM&T Service Desk.

3. 
Duties and ratification process

	Key Area
	Lead Director
	Working Group
	 Ratification Body

	IM&T
	Director of IM&T
	Security Sub Group
	Data Protection Information Governance Group


4. 

Consultation process

System Administrator, Information Governance Manager and Security Sub Group.

5. 
Use of The Internet/Intranet
5.1
Use of the Internet/Intranet should be for legitimate business purposes only. During normal working hours, staff should be actively discouraged from using the Internet/Intranet to access sites which are not specifically related to their working duties.

Outside normal working hours however, use of the Internet/Intranet for personal or recreational purposes, will be at the discretion of the individual departmental and/or line manager.

5.2
Staff may face disciplinary procedures should they attempt to:

· use the Internet/Intranet for personal financial gain;
· deliberately access sexually explicit images, store or make such images otherwise available on any storage medium owned or utilised by the Trust;
· use the Internet/Intranet to engage in activities that are of questionable legality such as on-line gambling;
· post statements on any Internet/Intranet site, whether secure or unsecured, contrary to the guidance contained within section 6;
· download, use or distribute any copyrighted materials from any Internet/Intranet site contrary to the guidance contained within section 7;
· subvert Data Protection legislation, contrary to the guidance contained within section 8;
· make use of the Internet/Intranet for any purpose which might be considered to contravene any existing laws of England and Wales.

5.3
Staff must always lock their desktop or laptop screen or logout from Windows whenever work has been completed, and must never leave their desktop computer unattended.
5.4
Suspected breaches of security must be reported immediately to the Information Governance Manager or the Deputy Director of IM&T who will be responsible for investigating any such incident.
5.5
Staff should comply with the Trust’s Social Media Policy when accessing and using social media.
6.0 
Information Published on the Internet/Intranet
6.1
When considering material for publication on the Internet/Intranet, whether on the Trust’s own site or on sites belonging to any third party, the Trust and/or any of its staff should work upon the assumption that the material in question may be audited for compliance with the law, Trust policy and/or directives issued by the Department of Health.
Therefore all material to be published by the Trust, or on behalf of the Trust, or utilising Trust resources, should:

· be created within the terms of the Trust’s Notification to the Information Commissioner (see also section 7);
· not contain confidential and/or proprietary information about the Trust or any of its service users, staff or business, in such a way that might compromise confidentiality
· not contain statements that may tend to disparage or harass any others on the basis of gender, race, age, disability, religion, sexual orientation or national origin etc, in contravention of the Trust’s Equality and Diversity Framework;
· use personal information only if deemed absolutely necessary and justifiable, and only if the consent of the data subject has been received;
· not contain statements that are defamatory;
· work to a high level of accuracy in terms of content;
· not incite or promote illegal acts;
· be legal, decent, honest and truthful;
· not deliberately or negligently mislead the reader;
· bear a standard Trust disclaimer.
6.2
Where material is being considered by the Trust for publication on the Internet/Intranet, the Trust must first ensure that it holds sole copyright title to the material in question. If however, the Trust holds joint title to the material, then it must seek the explicit consent of the additional title holder(s) prior to the material’s release.
6.3
Upon publication, the Trust must ensure that the material bears a relevant and accurate copyright statement (for further details, see section 7).
6.4
Following publication, regular checks should be made of all information published by, or on behalf of, the Trust on the Internet/Intranet to ensure that no redundant information is being used, and that all links to external sites continue to be valid and do not present information likely to offend.

6.5
When developing Web pages for either the Internet or Intranet on behalf of the Trust, it is imperative that a consistent corporate style and format be maintained, in order to reflect the professionalism of the Trust and its published materials, and to ensure conformity with the Department of Health and HSCIC standards.
6.6
Therefore the default font for all web pages should be Arial size 12. Furthermore, this font should be used in all “Word” documents which may be uploaded onto the Internet or Intranet site. 

6.7
If it is deemed relevant to include images, it is advised to use “jpeg” or “gif” image files only, and to keep them small in size, so as to avoid negatively impacting upon the performance and download time of any given Web page.

6.8
All information displayed within web pages should be kept brief and concise. If text is particularly lengthy, it should be edited into relevant sections, ideally to fit onto a single screen without the need for scrolling: these sections should be made accessible via hypertext links or the navigation bar.

6.9
The language used within web pages should be kept simple and unambiguous so as to be readily understandable by a mass audience. In particular, technical and/or clinical terms should be kept to a minimum, but if they are deemed necessary for inclusion, they should be accompanied by a clear definition.

6.10
Information should be easy to locate within any of the Trust’s Internet and Intranet sites; therefore menus should be simple and clear. In particular, the Home Page of any section within the Trust’s Internet or Intranet site, should be used as the source of all general information about the appropriate service, department or function. The Home Page should clearly and prominently display the name of individual service, department and/or function, its address and contact details, its location details (if relevant), key personnel relevant to the service, department and/or function, and a brief summary of the facilities offered by that service, department and/or function.

6.11
If in doubt about the advised content or format of web pages, please contact the Trust’s Communications Department.

6.12
Staff should never seek to create or upload web pages onto the internet on behalf of the Trust, that are outside, or independent, of the Trust’s central domain which is located at www.swlstg-tr.nhs.uk. For technical assistance or clarification, please contact the IM&T Service Desk.

7.0
Copyright Issues
7.1 As noted in section 5.2, no material should be published by, or on behalf of, the Trust on the Internet/Intranet unless the Trust has first confirmed sole copyright title to the information, or has agreed publication rights with any joint copyright title holder(s).
7.2 Staff should be reminded that all material that is published by, or on behalf of, the Trust on the Internet/Intranet is copyright protected/licensed, and that they are explicitly bound to recognise, appreciate and respect copyright legislation; indeed, that it may be deemed an illegal act for any member of staff to attempt to utilise or exploit any material that is copyright owned by the Trust for personal gain, without specific approval from the Board of Directors.
7.3 Staff should be reminded that any material that they may access and/or download via the Internet/Intranet, whether in the form of text, graphics, software or photographs, may be subject to copyright restrictions; therefore before utilising any such material in whatever subsequent context, they must ensure that either the owner of the material in question has given their explicit permission to allow copies to be made for alternative use, or all relevant copyright fees have been paid by the Trust.
7.4 Any misuse, misappropriation, unlawful copying, duplication, transmission or selling of any copyright protected/licensed material, whether copyright protected/licensed to the Trust or any third party individual or organisation, may lead to disciplinary action.
Therefore, all staff are advised that if they are uncertain about the copyright of any material for which they wish access and/or use in whatever context, to clarify the situation with their departmental and/or line manager.
8.0

Data Protection Issues
8.1 The Trust recognizes that under the terms of The Data Protection Act 1998, all Internet/Intranet content that contains person-identifiable information is subject to Data Protection legislation. The Trust should endeavour to ensure that any such information that is detailed within its Internet/Intranet pages should be treated in the same way as any other form of written communication that abides by Data Protection regulations. 

8.2 Any person-identifiable information that is under the guardianship of the Trust and which appears on the Internet/Intranet, must be authorised via the Data Protection Notification to the Information Commissioner (see also 6.1).

8.3 The Trust must also ensure that all Internet/Intranet content observes the fundamental Data Protection principles.
a) Specifically, the First Principle of the Data Protection Act 1998 includes a requirement for an individual whose personal information is to be published on the Internet/Intranet - whether that individual is a member of staff, service user or other - to be told of the identity of the data controller (i.e. South West London and St. George’s Mental Health NHS Trust) and the purposes for which their data is intended to be processed (i.e. uploaded onto the Internet); and then, to gain their consent to the publication.

b) The Third Principle of The Data Protection Act 1998 charges the Trust with ensuring that all information that is published on the Internet/Intranet is adequate, relevant and not excessive, whilst the Fourth Principle adds that the information must be accurate and up-to- date.

c) The Sixth Principle charges the Trust with responsibility for ensuring that all person-identifiable information that is published on the Internet/Intranet is processed in accordance with the rights of data subjects
d) Information security is also a primary consideration under the Data Protection Act 1998 (the Seventh Principle); therefore the Trust must ensure that it has appropriate mechanisms and management regimes in place to review the security of its Internet/Intranet services to protect against information breaches and/or the malicious interception, misuse and/or corruption of data (see also section 8).
e) The Eight Principles deals with the transfer of person-identifiable information abroad (specifically outside the European Economic Area) must always be considered in relation to the content of websites which can be accessed worldwide. Concerns can be avoided by always obtaining consent before uploading images or text relating to an individual.
8.4
Staff should also be reminded that any printed material from the (i.e. paper printouts) will also be treated as person-identifiable information by Data Protection legislation, so mechanisms to protect manual information are equally necessary. This process should include a provision to ensure that all paper copies of Internet/Intranet pages are retained only so long as necessary and practical (reference: the Fifth Principle of the Data Protection Act 1998).
9.0 
Personal Web-Based Email and Online Storage

9.1
Access to personal web-based email is allowed, though this should be used outside of your working hours.

9.2
Personal emails should not be used to conduct any trust business, only SWLSTG email or NHS mail is permitted.

9.3
Under no circumstances should personal or confidential information be sent using personal web-based email. This includes sending attachments of any nature.

9.4
Access to online or cloud storage is restricted.

9.5
Access can be granted on a case by case basis depending on the need.

9.6
Online storage is not to be used to store trust documents. Under no circumstances should personal or confidential information be uploaded to any online storage service

10.0
IT Responsibilities
10.1
The IG Manager will be charged with responsibility for receiving all reports from staff regarding suspected breaches in Internet/Intranet security, and for recording and investigating such reports until a satisfactory conclusion has been reached.

10.2
The IT Department should regularly monitor and audit use of the Trust’s Internet/Intranet facilities to ensure that any violations as defined by this Internet/Intranet Policy are not occurring, and should inform the Director of IM&T immediately should they identify potential system abuse.

10.3
Should there be any form of security breach or system abuse, the IG Manager may be required to produce detailed management reports for senior Trust personnel as requested, or if thought necessary in relation to any specific incident.

10.4
The Deputy Director of IM&T should also be responsible for ensuring that effective access control to the Internet/Intranet is implemented so that only authorised staff may access that information for which they have been authorised.
10.5
Irrespective of access control privileges, the System Administrator should ensure that web filtering is in place to prevent either accidental or purposeful access to Internet/Intranet pages which could never be classified as serving the legitimate business needs of the Trust, including those that display in appendix 3. 

10.6
To complement the web filtering practice advised in section 8.2, the IM&T Department should also manage comprehensive and effective firewall facilities in order to ensure that, wherever possible:
· an appropriate firewall protects the internal Trust network from unauthorised access;
· an appropriate firewall blocks access to any Internet address known to carry inappropriate or illegal material. 

10.7
In order to support the above guidance, and as part of an on-going security protocol, the Deputy Director of IM&T should ensure the maintenance of an accurate and up-to-date record of all IT equipment throughout the Trust capable of accessing the Internet/Intranet, together with details of all staff permitted to use this resource. Please reference Asset Management Policy for more information.

11.0
Training
11.1
The Trust will seek to provide awareness training to existing, as well as new, staff members in order to maximize understanding of, and compliance with, this Internet/Intranet Policy.

Training will be provided to those staff that have no experience in web browsing and have been made aware of their specific security responsibilities.
12.0 Policy Review

12.1
The Data Protection Information Governance Group (DPIGG) will be responsible for reviewing this Internet/Intranet Policy on a regular basis to ensure that procedures are kept accurate and up-to-date, in line with Information Governance directives. The review should be championed by the Information Governance Manager.

13.0 Administration and Monitoring Compliance
13.1
Preparation, maintenance and distribution of this document is the responsibility of the Information Governance Manager.
13.2
It is the responsibility of the Information Governance Manager to monitor the procedures contained within this Internet/Intranet Policy on a regular basis, in order to ensure that all staff are adhering to them.
13.3
In the event of a suspected breach of these procedures, the Trust reserves the right to initiate further measures, such as disciplinary procedures.
13.4
It is the responsibility of the policy author and ratification body to ensure all procedural documents include the review/monitoring of all the minimum requirements within the NHSLA Standards.

•
Monitoring arrangements for compliance and effectiveness i.e. audit, review, etc.

•
Responsibilities for conducting the monitoring/audit.

•
Methodology to be used for monitoring performance measurement and audit.

•
Frequency of monitoring/audit, i.e. quarterly, on a rolling basis, etc. 

•
Process for reviewing results and ensuring improvements in performance occur.

	Element to be monitored
	Lead
	Tool
	Frequency
	Reporting arrangements
	Acting on recommendations  and Lead(s)
	Change in practice and lessons to be shared

	All sections of this policy
	Director of IM&T
	See Appendix 4
	Checked against the tool and reported Annually
	Important issues reported back to policy author and fed into next revision of the policy.
	IG Manager
	Required changes to practice will be identified and actioned within a specific time frame.  A lead member of the team will be identified to take each change forward where appropriate.  Lessons will be shared with all the relevant stakeholders.


14.0 Associated Documentation
14.1
This policy should be read in conjunction with the following documents:
· Data Protection Act 1998
· Human Rights Act 1998

· DoH Confidentiality Code of Practice

· ICO Data Sharing Code of Practice
· Mental Health Act 1983: Code of Practice (2015 update)

· Information Governance Policy

· Computer Misuse Policy

· Social Media Policy

· IM&T Security Policy
15.0
Equality Impact Assessment Tool

	
	
	Yes/No
	Comments

	1.
	Does the policy/guidance affect one group less or more favourably than another on the basis of:
	
	

	
	· Race
	No
	

	
	· Ethnic origins (including gypsies and travellers)
	No
	

	
	· Nationality
	No
	

	
	· Gender
	No
	

	
	· Culture
	No
	

	
	· Religion or belief
	No
	

	
	· Sexual orientation including lesbian, gay and bisexual people
	No
	

	
	· Age
	No
	

	
	· Disability - learning disabilities, physical disability, sensory impairment and mental health problems
	No
	

	2.
	Is there any evidence that some groups are affected differently?
	No
	

	3.
	If you have identified potential discrimination, are any exceptions valid, legal and/or justifiable?
	N/A
	

	4.
	Is the impact of the policy/guidance likely to be negative?
	No
	

	5.
	If so can the impact be avoided?
	N/A
	

	6.
	What alternatives are there to achieving the policy/guidance without the impact?
	N/A
	

	7.
	Can we reduce the impact by taking different action?
	N/A
	


16.0
Administration AND Monitoring Compliance with this Policy
16.1
It is the responsibility of the policy author and ratification body to ensure all procedural documents include the review/monitoring of all the minimum requirements within the NHSLA Standards.

•
Monitoring arrangements for compliance and effectiveness i.e. audit, review, etc.

•
Responsibilities for conducting the monitoring/audit.

•
Methodology to be used for monitoring performance measurement and audit.

•
Frequency of monitoring/audit, i.e. quarterly, on a rolling basis, etc. 

•
Process for reviewing results and ensuring improvements in performance occur.

	Element to be monitored
	Lead
	Tool
	Frequency
	Reporting arrangements
	Acting on recommendations  and Lead(s)
	Change in practice and lessons to be shared

	All sections of this policy
	Director of IM&T
	See Appendix 5
	Checked against the tool and reported Annually
	Important issues reported back to policy author and fed into next revision of the policy.
	IG Manager
	Required changes to practice will be identified and actioned within a specific time frame.  A lead member of the team will be identified to take each change forward where appropriate.  Lessons will be shared with all the relevant stakeholders.


Appendix 1 

Staff Guide

The Trust encourages you to use the Internet and Intranet to help you in your work; however, there is an expectation that you act sensibly and responsibly when doing so.

You should not use the Internet/Intranet for personal or recreational purposes during the working day. However, outside working hours, you may be allowed to use the Internet or Intranet for personal or recreational purposes; however, please check first with your departmental and/or line manager. You must never use the Internet/Intranet to engage in activities that are of questionable legality such as on-line gambling, Terrorism material or to access or store sexually explicit images.

Remember that the Internet and Intranet cannot be relied upon as a secure medium for the communication of sensitive or confidential information, unless you are using appropriate encryption techniques, approved by the IT Department. You should always lock your desktop or laptop screen or logout from Windows whenever you have finished your work, and you should never leave your desktop computer or laptop unattended..

When considering material for publication on the Internet/Intranet on behalf of the Trust, you should always assume that the material in question may be audited for compliance with the law, Trust policy and/or the directives of the Department of Health. In particular, material will need to observe the principles of the Data Protection Act 1998 and all copyright legislation. Furthermore, material should not contain confidential information about the Trust or any of its service users, staff or business, that might compromise its confidentiality, nor contain any statements that are in contravention of the Trust’s Diversity Policy. Finally, person-identifiable information should only be considered for publication on the Internet/Intranet if absolutely necessary, and only if the consent of the data subject has been received.

If you suspect a breach of Internet/Intranet security, then you must immediately report to the IG Manager who will investigate the matter.

For further guidance, you should read the Email Policy, the Email Code of Practice and the Password Management Policy.

If you have any questions about these documents, please speak to your departmental and/or line manager. Alternatively, for advice about the use of the Internet or Intranet, please contact the IM&T Service Desk.

Appendix 2

Definitions

Please note the following definitions of terms that appear within policy documentation issued by South West London and St. George’s Mental Health NHS Trust:

staff
refers to any employee (whether full-time or part-time), agent, contractor or any other person who works under the direct authority of South West London and St. George’s Mental Health NHS Trust and/or who undertakes work of whatever nature, on behalf of South West London and St. George’s Mental Health NHS Trust;

service user
refers to any individual who is receiving care, in whatever capacity, from South West London and St. George’s Mental Health NHS Trust;

System Manager
refers to a nominated member of senior Trust personnel who is

responsible for ensuring the integrity and availability of a specific IT system;

Data Custodian
refers to a nominated member of senior Trust personnel who is

responsible for ensuring the quality, accuracy and uses of all information within a specific IT system;

BS7799
refers to the British Standard BS7799 (now also known as ISO17799), an internationally approved standard that is used for identifying and classifying best practice in information security.

Appendix 3

Blocked Internet site Categories   

	Parent Category
	Description

	Adult/Sexually Explicit
	Includes sites for adult products including sex toys, CD-ROMs, and videos; child pornography and paedophilia (including the IWF list); adult services including video-conferencing, escort services, and strip clubs; erotic stories and textual descriptions of sexual acts; explicit cartoons and animation; online groups, including newsgroups and forums that are sexually explicit in nature; sexually-oriented or erotic sites with full or partial nudity; depictions or images of sexual acts, including with animals or inanimate objects used in a sexual manner; sexually exploitive or sexually violent text or graphics; bondage, fetishes, genital piercing; naturist sites that feature nudity; and erotic or fetish photography, which depicts nudity.

Note: We do not include sites regarding sexual health, breast cancer, or sexually transmitted diseases



	Criminal Activity
	Includes sites for advocating, instructing, or giving advice on performing illegal acts; tips on evading law enforcement; and lock-picking and burglary techniques

	Downloads
	Includes sites for downloadable (non-streaming) movie, video or sound clips; downloadable PDA software, including themes and graphics; freeware and shareware sites; personal storage or backup sites; and clip art, fonts and animated .gif pages.

Note: This category does not include update sites such as those for operating systems, anti-virus agents, or other business-critical programs.

	Gambling
	Includes sites of online gambling or lottery web sites that invite the use of real or virtual money; information or advice for placing wagers, participating in lotteries, gambling, or running numbers; virtual casinos and offshore gambling ventures; sports picks and betting pools; and virtual sports and fantasy leagues that offer large rewards or request significant wagers.

Note: Casino, hotel, and resort sites that do not feature online gambling or provide gaming tips are categorized under Travel.

	Hacking
	Includes sites for the promotion, instruction, or advice on the questionable or illegal use of equipment and software for purpose of hacking passwords, creating viruses, gaining access to other computers and computerized communication systems; sites that provide instruction or work-arounds for filtering software; cracked software and information sites; warez; pirated software and multimedia download sites; and computer crime sites.

	Illegal Drugs
	Includes sites for recipes, instructions or kits for manufacturing or growing illicit substances for purposes other than industrial usage; glamorizing, encouraging, or instructing on the use of or masking the use of alcohol, tobacco, illegal drugs, or other substances that are illegal to minors; information on ""legal highs"", including glue sniffing, misuse of prescription drugs, or abuse of other legal substances; distributing illegal drugs free or for a charge; and displaying, selling, or detailing the use of drug paraphernalia.

	Intolerance & Hate
	Includes sites that advocate or incite degradation or attack of specified populations or institutions based on associations such as religion, race, nationality, gender, age, disability, or sexual orientation; sites that promote a political or social agenda that is supremacist in nature and exclusionary of others based on their race, religion, nationality, gender, age, disability, or sexual orientation; holocaust revisionist or denial sites and other revisionist sites that encourage hate; coercion or recruitment for membership in a gang or cult; militancy and extremist sites; and flagrantly insensitive or offensive material, including those with a lack of recognition or respect for opposing opinions and beliefs.

Note: We do not include news, historical, or press incidents that may include the above criteria (except in graphic examples).

For the purposes of this category, a gang is defined as: a group whose primary activities are the commission of felonious criminal acts, which has a common name or identifying sign or symbol, and whose members individually or collectively engage in criminal activity in the name of the group. A cult is defined as: a group whose followers have been deceptively and manipulatively recruited and retained through undue influence such that followers' personalities and behaviour are altered; a group in which leadership is all-powerful, ideology is totalistic, and the will of the individual is subordinate to the group; and a group that sets itself outside of society.

	Phishing & Fraud
	Includes sites involved in phishing and telephone scams, service theft advice sites, and plagiarism and cheating sites, including the sale of research papers.

	Proxies
	Includes sites for remote proxies or anonymous surfing, search engine caches that circumvent filtering, and web-based translation sites that circumvent filtering

	Spam URLs
	Includes URLs found in spam, particularly on these topics: computing, finance and stocks, entertainment, games, health and medicine, humour and novelties, personal and dating, products and services, shopping, and travel.

	Tasteless & Offensive
	Includes sites that feature offensive or violent language, including through jokes, comics, or satire, and excessive use of profanity or obscene gesticulation

	Violence
	Includes sites portraying, describing or advocating physical assault against humans, animals, or institutions; depicting torture, mutilation, gore, or horrific death; advocating, encouraging, or depicting self-endangerment, or suicide, including through eating disorders or addictions; instructions, recipes, or kits for making bombs or other harmful or destructive devices; sites promoting terrorism; and excessively violent sports or games, including videos and online games.

Note: We do not block news, historical, or press incidents that may include the above criteria, except those that include graphic examples.



	Weapons
	Includes sites with online purchasing or ordering information, including lists of prices and dealer locations; any page or site predominantly containing, or providing links to, content related to the sale of guns, weapons, ammunition or poisonous substances; displaying or detailing the use of guns, weapons, ammunition or poisonous substances; and clubs which offer training on machine guns, automatics, other assault weapons, and sniper training.

Note: Weapons are defined as something (as a club, knife, or gun) used to injure, defeat, or destroy

	Adult Material
	Parent category that contains the categories: Adult Content, Lingerie and Swimsuit, Nudity, Sex, Sex Education


Appendix 4

Checklist for the Review and Approval of the Freedom of Information Policy



To be completed and attached to any document which guides practice when submitted to the appropriate committee for consideration and approval.

	
	Title of document being reviewed:
	Yes/No/
Unsure
	Comments

	1.
	Title
	
	

	1.1
	Is the title clear and unambiguous?
	Yes
	

	1.2
	Is it clear whether the document is a guideline, policy, protocol or standard?
	Yes
	

	2.
	Rationale
	
	

	2.1
	Are reasons for development of the document stated?
	Yes
	

	3.
	Development Process
	
	

	3.1
	Is the method described in brief?
	Yes
	

	3.2
	Are people involved in the development identified?
	Yes
	

	3.3
	Do you feel a reasonable attempt has been made to ensure relevant expertise has been used?
	Yes
	

	3.4
	Is there evidence of consultation with stakeholders and users?
	Yes
	

	4.
	Content
	
	

	4.1
	Is the objective of the document clear?
	Yes
	

	4.2
	Is the target population clear and unambiguous?
	Yes
	

	4.3
	Are the intended outcomes described? 
	Yes
	

	4.4
	Are the statements clear and unambiguous?
	Yes
	

	4.5
	Are definitions included for terms requiring clarity?
	Yes
	

	4.5
	Does the document meet the Trust template for procedural documents?
	Yes
	

	5.
	Evidence Base
	
	

	5.1
	Is the type of evidence to support the document identified explicitly?
	Yes
	

	5.2
	Are key references cited?
	Yes
	

	5.3
	Are the references cited in full?
	Yes
	

	5.4
	Are supporting (associated) documents referenced?
	Yes
	

	6.
	Approval
	
	

	6.1
	Does the document identify which committee/group will approve it? 
	Yes
	

	6.2
	If appropriate have the joint Human Resources/staff side committee (or equivalent) approved the document?
	Yes
	

	7.
	Dissemination and Implementation
	
	

	7.1
	Is there an outline/plan to identify how this will be done?
	Yes
	

	7.2
	Does the plan include the necessary training/support to ensure compliance?
	Yes
	

	8.
	Document Control
	
	

	8.1
	Does the document identify where it will be held?
	Yes
	

	8.2
	Have archiving arrangements for superseded documents been addressed?
	Yes
	

	9.
	Process to Monitor Compliance and Effectiveness
	
	

	9.1
	Are there measurable standards or KPIs to support the monitoring of compliance with and effectiveness of the document?
	Yes
	

	9.2
	Is there a plan to review or audit compliance with the document?
	Yes
	

	10.
	Review Date
	
	

	10.1
	Is the review date identified?
	Yes
	

	10.2
	Is the frequency of review identified?  If so is it acceptable?
	Yes
	

	11.
	Overall Responsibility for the Document
	
	

	11.1
	Is it clear who will be responsible for co-ordinating the dissemination, implementation and review of the document?
	Yes
	


	Individual Approval

	If you are happy to approve this document, please sign and date it and forward to the chair of the committee/group where it will receive final approval.

	Name
	John Hughes
	Date
	6th August 2015

	Signature
	John Hughes – IG Manager


	Committee Approval

	If the committee is happy to approve this document, please sign and date it and forward copies to the person with responsibility for disseminating and implementing the document and the person who is responsible for maintaining the organisation’s database of approved documents.

	Name
	John Hughes – IG Manager
	Date
	17th August 2015

	Signature
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